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'\ND] DXWRUGZ

Tomasz Bukowski UR]G]LDA&

= Z\NVIWDAaAFHQLD L SDVML 2 IL]\N (QWX]MDVWI
JUDPRZDQLH 3UJ\JRG ] EH]SLHF]JH VWZHP ,7 UR
WRU VLHFL Z DNDGHPLNX 3H4Q AJRWRZR p ER
Z &(57 3BROVND JG]LH |[DMPRZD&a VL DQDOL] UyZ
RSURJUDPRZDQLD HNVSORURZDQLHP D F]D
QHWyYyZ LQIRUPDW\N OHGF] RUD] LQQ\PL NZHV
2EHFQLH NLHUXMH JHVSR&HP 6HFXULW\ 7KUHDYV
QLXP 3R JRG]LQDFK ODWBV|$IROW & \)DR'IWDIRQ 6

Grzegorz Antoniak UR]G]LD&

,QWHUHVXMH VL LQ \QLHUL HRXUBRY WDDPR 2D Q)
RUD] LQ \QLHUL ZZWWMRI)P QAFK RGPLDQDFK RG
G]LDaDQLD VI\VWHPX SRF] ZV]\ SRSU]JH] PHF|
F\MQ\FK DSOLNDFML RUD] LFK VAVWHPYZ OLFF
IRUPDWYZ ELQDUQ\FK RG]J\WNLZDQLH GDQ\FK
OLZHJR RSURJUDPRZDQLD L SURMHNWRZDQL
2G NLONX ODW SUDFXMH Z ILUPLH (6(7 SUYE)
RVIWVWHPDFK XQLNVRZ\FK Z URGRZLGNDXMHL
WDN H JHVSya UR]JV]HU]DM F\ ]DVL J RFKURQ\ ¢
JUDPRZDQLX QD V\VWHPDFK PDF26 L /LQX]

7RPDV] .ZLHFRHG]LD A

2G PARG]LH F]\FK ODW SDVMRQDW LQ \QLHULI
PHFKDQL]PyZ ]JDEH]SLHF]H =DLQWHUHVRZDQL
ZHJR RSURJUDPRZDQLD GRSURZDG]L4R JR Z
RGG]LD&X ILUP\ (6(7 JG]LH SUDEFXMH QD VWDQ
FKHU :LFHNDSLWDQ L ZVSy&]D&R \FLHO GUX \
. ZROQ\FK FKZLODFK ASRFK&DQLDF]u ILOPYZ |
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WYKAZ AUTOROW

Mateusz Krzywicki UR]G]LDa

3SDVMRQDW LQ \QLHULL ZVWHF]QHM EH]SLHF]H
QLD ,QWHUHVXMH VL WHFKQLNDPL GHREIXVND
QHM DQDOL]J\ NRGX 3UJ\UJRG ] LQ \QLHUL ZVW|
G]LDabQLD V\VWHPyZ ]DEH]SLHF]H L SR]QDzZDQL
UDF\MQ\FK )DQ VNRPSOLNRZDQ\FK HNVSORLW)
]ZL IDQH ] QDUXV]JHQLHP VSyMQR S PRERIH NYWZ
UJH XG]LD& Z |DZRGDFK &7) ] ]JHVSR&aHP A'HOLFLR
ZVSya]DaR \FLHOHP 3UDFRZD&a Z NUDNRZVNLP RC
WXDOQLH Z ILUPLH OLFURVRIW QD VWDQRZLVN X

Marcin Hartung UR]G]LDa

$EVROZHQW (OHNWURQLNL L 7THOBDNRZX QLN O FLM
RNDIMRQDOQLH XG]JLHOD Z\Nd&DGyZ R LQ \QLHULL
O L N D fMWNImhpack your troubles: .NET packer tricks and countermea-

sures |IDSUHIHQWRZDQHM QD NRQIHUHQFML 9%
Z ILUPLH (6(7 MDNR NRRUG\QDWRU ]JHVSR&X |DMI
W\F]Q\P UR]SDNRZ\ZDQLHP DUFKLZyZ RUD] SURYV
Z\NRQ\ZDOQ\FK 3U\ZDWQLH 2 ZVSLQDF] L PRWR

Gynvael Coldwind UR]G]LDAa
SURJUDPLVWD}BBVMRZADPOM.HP GR EH]SLHF]H V\
WHURZHJR L QLVNRSR]JLRPRZ\FK DVSHNWYyYZ LC
OLF]Q\FK DUW\NX&adyZ SXEOLNDFML SRGFDVYV
FRQ\FK W\P WHBRMRP : RGHEWDHJIDY ZVSyOQ
] ODWHXV]HP -XUF]\NLHP QDJURG 3ZQLH $ZDUG
G]LHM ,QQRZDF\MQH % D®&]D g GPLOD XENHREHHFIH VWZ
SXWHURZHJR SU]J\]QDQ ] DeAt\Wsy en@ Explaithdg SW
Windows Kernel Race Conditions via Memory Access Patterns . D SL W D (
L ZVSya]D4R \FLHO A'UDJRQ 6HFWRUW 2 MHGQHM
ULW\ &7) QD ZLHFLH 2G U PLHVIND Z =XU\F
ILUP\ *RRJOH MDNR 6HQLRU 6RIWZDUH (QJLQHI
(QJLQHHU



WYKAZ AUTOROW

Hasherezade UR]G]LD3A&

ODJLVWHU LQ \QLHU LQIRUPDW\NL 2G ZLHNX
SURJUDPRZDQLHP L LQ \QLHUL ZVWHF]Q $NW
LOWHUQHWRZHM VSREHF]QR FL ,QIR6HF GI]LH
WZRU] F PLQ SURJUDP\ IUHHZDUH RSHQ VRXU
WHFKQLF]QH 2EHFQLH SUDFXMH MDNR DQDOL
GOD ILUP\ ODOZDUHE\WHVY SURZDG]L WDN H Z

Maciej Kotowicz UR]G]LDa

OLAR QLN SLZD L WHPDWyZ SRNUHZQ\FK 3R JR(
QLH VPRNyZzZ 2 ZzUD] ] UHV]IW GUX \Q\ 'UDJRQ
D FIDVHP QDZHW Z\JU\ZDM F ZH ZVIHONLHM P
Q\ 6WXEZNQAMW GRZGEDW\WXFLH ,QIRUPDW\NL ZH
QDJUyYyG DOH ]JGDU]D PX VL Z\VWVW SRZDp WX
SZQHU Z & (57 3BROVND VSHFMDOL]XM F\ VL Z
JUDPRZDQLD RUD] SLVDQLX L DQDOL]RZDQLX

OLFKD& .RZDOF]\N UR]G]LD&

3DVMRQDW LQ \QLHULL ZVWHF]QHM L DQDOL
VSUDZG]Lp MDN G]LD&DM ,QWHUHVXM JR QLV
NRPSXWHUD WDNLH MDN %,26 RUD] VIVWHP RS
QL]P\ RFKURQ\ SURJUDPyYZ SUJHG LQ \QUBUWLID Z\
$NW\ZQLH ELHU]H XG]LD4& Z ]DZRGDFK &7) ZL
BHFWRUu NWYyUHJR MHVW ZLFHNDSLWDQHP

5REHUW ZIRFGILLDA

%DGDF] SUREOHPYZ ] GJLHG]LQ\ EH]SLHF]H VW:
JyOQLH Z IDNUHVLH QLVNRSR]JLRPRZ\P RUD] V\V
NLONX FLHNDZ\FK QDU] G]L ] W Havigghuk H G ] L
&]4RQHN SROVNLHM GUX \Q\ &7) 2 A'UDJRQ
z URNX GR SUHVWL RZHM QDJURG\ 3ZQLH
BULYLOHJH (VFDODWLRQ %XJu ]D XSXEOLF]¢
ZILWDU]H SURFHVRUYZ ILUPYLYWP L BIURARXINDHH 2 [
QRZLVNX 6HQLRU 6RIWZDUH (QJLQHHU ,QIRL
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WYKAZ AUTOROW

PiotrBania UR]G]LDa

, QWHUHVXMH VL SURJUDPRZDQLHP RUD] EH]
NRPSXWHURZ\FK -DNR SLHUZV]\ 3RODN RWU]\PI
ZNDWHJRULL AIDMEDUG]LHM ,QQRZDF\MQH %DC
EH]SLHF]H VWZD NRPSXWHURZHJR :\NRQ\ZDa SL
DZDQVRZDQ\FK SURMHNWYZ %DGDZF]\FK Z 2EV]D!
WDPHQWX 2EURQ\ 6WDQyZ =MHGQRF]JRQ\FK '$53%
7UDFN oOLD&a RND]M GHPRQVWURZDp VZRMH Sl
SXEOLNDFML HNVFERQ WHYHVE)L\FK QDMEDUG]LH
ODUQ\P VWD& VL SURJUDP ANRQ ERRWpu X \ZD
vaxXx E\ VSHFMDOQH VSHFMDOLVWYyYZ ] IDNUHVX
GX HILUP\ LQIRUPDW\F]QH ] FDaHJR ZLDWD 2
&LVFR Z ]JHVSROH 7DORV QD VWDQRZLVNX 6HQI

Mateusz Jurczyk UR]G]LDa

'LFHNDSLWDQ L ZVSy&]D4R \FLHO JHVSR&aX A'UD
OH FHM GR FLV&HM F]JRadyZNL ZLDWRZHM Z ]1D
)DQ SUJHSHaQLH EXIRUD ,QWHUHVXMH VL E|
L DSOLNDFML NOLHQFNLFK Z V]F]JHJYyOQR FL R
Z\NRU]J\VWDQLHP RUD] |DSRELHJDQLHP ]JH ZVND
:LQGRZV 7U]\NURWQ\ ODXUHDW SUHVWL RZHM
VW SXMH QD ZLHOX NRQIHUHQFMDFK GRW\F] F\|
PRzDQLD WDNLFK MDN %ODFN +DW 5(FRQ 6\6|
1D FR G]JLH SUDFXMH GOD ILUP\ *RRJOH Z JHVS
QRZLVNX 6HQLRU 6RIWZDUH (QJLQHHU 6HFXUL



,Q \QLHULD ZVWHF]QD R Sre\RiBt/@eRINEEID ZQINUYFLH 5( OX
MHVW SURFHVHP DQDOL]\ EXGRZ\ L VSRVREX G]LDADQLD
W\FK SUJH]QDF]JRQ\FK QD VHUZHU\ NRPSXWHU\ RVRELVW
F\FK SUDF UR]JPDLW\FK XU] G]JH SU]JHP\V&RZ\FK VLHFLR
REHFQLH EDUG]R ZLHOH ]JDVWRVRZD

© ZLHOX SU]\SDGNDFK WHUPLQ A5&(p MHVW NRMDU]JRQ
]J&4R OLZHJR RSURJUDPRZDQLD SRWRF]JQLH FKRp QLHNRQ
QLH AZLUXVDPL NRPSXWHURZ\PLp : SUDF\ WHM FHOHP D
JRZDQ\ SURJUDP IDNWEMHQ LA ISYIBAWE QD QLHNRIION XM
NROHMQR FL 2 XVWDOHQLH GRNADGQHJR SUJHELHJIX LQI
SR]ZDOD QD WZRUJHQLH V\JQDWXU MHG @& FO QA B NL @
QDU] G]JL GR MHJR XVXQL FLD 2 RED WH HOHPHQW\ ]Z\NC
DQW\ZLUXVRZHJR

$E\ XWUXGQLp SUDF DQDOLW\NyZ WZyUF\ J&R OLZHJR
FKDQL]PYyZ L VIWXF]JHN VSRZDOQLDM F\FK DQDOL] 2 MHG
NWyUD VWDQRZF]R JPQLHMV]D F]\WHOQR p NRGX F]\ ZU
VI\I[URZDQLD OXE NRPSUHVML ,QQ\P F] VWR REVHUZRZDQ\
GRNRQ\ZDQLD DQDOL]\ NRGX L MHM DNW\ZQH XWUXGQLDQL
SURFHVX F]\ ]DELFLH SURFHVX GHEXJJHUD &R FLHNDZH
ZDQH SUJH] SHZQ JUXS WZyUFyZ OHJDOQHJR RSURJUDP
Z WHQ VSRVYE |DLPSOHPHQWRZDQH SU]JH] VLHELH PHFKD
SUJH] X \WNRZQLNyZ OLFHQFML JH]ZDODM F\FK QD X \W
VWURQLH EDU\NDG\ Z W\Pc@tkihay DRANDY] SWRDMFLWNR P S XW H U R
PLQXM ZVSRPQLDQH PHFKDQL]P\ L UR]JSRZV]HFKQLDM S|

3RZL ]DQ SRQLHN G DOH MHGQDN RGU EQ JD& |JL LQ
LVWQLHM FHJR RSURJUDPRZDQLD ] ]DPLDUHP QDQLHVLF
IXQNFMRQDOQR FL SU]JHWAXPDF]JHQLD LQWHUIHMVX X \
] LQOQ\PL DSOLNDFMDPL 3U]\N&DGHP WDNLHJR G]LD&DC
9$7 Z DUFKDLF]Q\P VI\VWHPLH ZVSRPDJDM F\P VSU]JHGD :
GDZQR QLH LVWQLHMH =D LQQH SUJ\N&GDG\ PRJ SRV&aX \

15



67}3

GDQ\FK ]JDSLVDQHM Z QLH]QDQ\P IRUPDFLH GR IRUPDWX RE
SRSUDZLHQLH E4 GyZ XQLHPR OLZLDM F\FK VWDELOQ SUD
PX RSHUDF\MQHJR F]\ WH GRGDQLH QRZ\FK PRGX&yZ UR]E>
JU\ NRPSXWHURZH

‘UHV]FLH LQ \QLHULD ZVWHF]QD MHVW UyZQLH VWRVRZ
SXWHURZHJR D NRQNUHWQLHM Z DQDOL]LH 8IReBiZ QR FL
researchpug huntng NWyUHM FHOHP MHVW SR]QDQLH Z\EUDQ\FK
ZDQLD QD W\OH GREU]H DE\ GRJ& EQLH SUJHEDGDpPp MH SRG
FIH VWZD 7DN ZQLNOLZD DQDOL]D NRGX Z\NRQ\ZDOQHJIR E
Z NWyUHM EDGDF] ]QD MHJR QLHNWYUH IUDJPHQW\ OHSLHN\

OR QD E\ SRZLHG]LHp H LQ \QLHULD ZVWHF]QD MHVW Z
QHJR SURFHVX SURJUDPRZDQLD JG\ QDZHW PDM F GRVW S
GRNXPHQWDFML SURJUDPL FL QLHU]JDGNR PXV] SR ZL FLp
L JUR]XPLHp QLH]QDQH VRELH LVWRWQH IUDJPHQW)\ SURMF
V]F]HJy&\ ]G \&\ XPNQ p ] SDPL FL

3RGVXPRZXM F LQ \QLHWBHY QRWHFIQURMNEXW F G]LHG]LQ
NL Z NWyUHM PR QD ]QDOH p ZLHOH FLHNDZ\FK WHFKQROR
ZL NV] GXP RGGDMHP\ Z 3D VWZD U FH QLQLHMV]\ JELYyL
2 VSHFMDOLVWyYZ ] IDNUHVX LQ \QLHULL ZVWHF]QHM ] ZLHC
PXM VL DQDOL] ]4R OLZHJR RSURJUDPRZDQLD L EDGDQLH
ELRU XG]LD& Z WXUQLHMDFK VHFXULW\ &7) MDNR F]4RQNF

- WRPLH W\P |HEUDQR PDWHULDA&\ GRW\F] FH LQ \QLHULL
GOD SRF] WNXBORUBKLHM NDDZDQVRZDQ\FK F]\WHOQLNyZ 7\l
VXM WHPDW\ WDNLH MDN PHWRG\ F]\WDQLD QLVNRSR]LRPR
DVSHNWyZ IRUPDWYZ SOLNyZ Z\NRQ\ZDOQ\FK F]\ FKDUDNWH
]GRGDZDQ\FK SU]JH] ZVSya4F]HVQH NRPSLODWRU\ ]DEH]SLH
]ZL JDQH ] W G]JLHG]LQ ]QDMG WX ]JDUYZQR UR]G]LD&\ NWyL
Z\ VFKHPDW DQDOL]\ NRGX QD DUFKLWHNWXU LQ PQWBNLH N
ZVWHF]Q PQLHM VWDQGDUGRZ\FK WHFKQRORJLL &3\WKRC
VL Z GREU]H ]QDQH ]DJDGQLHQLD OHG]JHQLH WRNX Z\NRQE
SUJHNLHURZDQLD $3, Z IRUPDFLH 3( F]\ WHFKQLNL ]ZL ]DQH
SURFHV\ Z VIVWHPLH :LQGRZV 2VWDWQLH GZD UR]G]LD&\ N
U\FK RPYZLRQR DQDOL] L Z\NRUJ\WVWDQLH QLVNRSR]JLRPRZ
SLHUZ Z RSURJUDPRZDQLX VWHUXM F\P SUDF URXWHUD D
]JDGDQLDFK ] WXUQLHMyYZ &7) VWZRUJRQ\FK SU]JH] DXWRUD

\F]\P\ SU]\MHPQHM L SUJHGH ZV]\VWNLP LQWHUHVXM FH

Gynvael Coldwind, Mateusz Jurczyk
:U]JHVLH
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3RG]J]LUNRZDQLD

'R SRZVWDQLD QLQLHMV]HM NVL NL SUJ\F]\QLARWAPP ZL
PLHMVFX SRG]L NRZDp aXNDV] aRSXV]D VNL Z\GDZFD
0ODAJRU]DWD ' ENRZVND .RZDOLN UHGDNWRU O0DULXV]
PHU\WRU\F]Q\ 3DZH& A.U]D4u =DNU]JHZVNL UHFHQ]JHQW F
.RZDOF]\N UHFHQ]JHQW PHU\WRU\F]Q\

3RQDGWR DXWRU]\ SUDJQ SRG]L NRZDp QDVW SXM F
$OEHUWLQL %DUWARPLHM %DOFHUHN 'DZLG %D&aXW !
%XNRZVND 7DGHXV] %XNRZVNL 6LOYLR &HVDUH $QWRQ ¢
&ROGZLQG $QQD )DaDW 20OLYLHU A)DIQHU >B.H\=HHB@p )H
VIHZVNL .U]J\W]WRI *XF 6WHYHQ +XQWHU 3DZH& ,ZDQ 3
(ZD -XUF]\N -HU]\ -XUF]\N 3DZH& .D&X D .U]\V]WRI .DWRZL
.U]\V]WRI| .R&RG]JLHMVNL 3HWHU .RALQiU 3LRWU .UDPDUF
.X PLHUVNL AaXNDV] .ZLDWHN 6WDQLV&DZ /LWDZD OLFKD
2VDQGD ODOLWK ODUFLQ 1RJD *UD \QD 5HQNLHZLF] -pU
ZLF] (O ELHWD 6NdDGQLNLHZLF] 7RPDV] 6PRODUHN OL
.DFSHU 6]XUHN *DYLQ 7KRPDV -XOLHQ 9DQHJXH 'DPLDQ :\C
ODUHN =P\VARZVNL D WDN H ODOZDUH +XQWHU 7HDP *RR.
9H[LOOLXP RUD] V]SLFD
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RQZHQFMH Z\ZRAD. . [+'e e, 24.
RQZHQFMH Z\ZRAD. . [o\ e, 27.

BWUXNWXUN oottt
A=JDG\ZDQLHu ZLHONR FL L X4R HQLD HOBPHQWy
5R]SR]QDZDQLH EXGRZ\ VWUXNWX.U.QRBDIDOQ\F
5R]SR]QDZDQLH EXGRZ\ VWUXNWXU. G\@DPLF]C
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3URVWD NODV.D.D.VWUXNWXUD........... 34.
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‘'VI\WWNR ]JRVWDMH Z URG]LQLH..F]\OL.G]LHG]L

BRGVXPRZD.QLH .ottt a1 ..






‘\ZRiI\ZDQLH IXQNFML Z MU]J\NDFK |

=GHILQLXMP\ QD SRF] WHN NLOND SRGVWDZRZ\FK SRM p
L [ NWyU\PL E GJLHP\ VL SRV&XJLZDp Z W\P UR]G]LD

$ Z\ZR&ADQLH IXQNFML 2 SUJHND]DQLH NRQWUROL GR LC
Q\P RG4R HQLHP QD VWRYVY DGUHVX QDVW SQHM LQV

$ SRZUYW ] $XSREAWMDQLH ]H VWRVX ZDUWR FL ,3 RUD] .

DGUHV

caller2 Z\ZR&XM F\ 2 RNUH OD PLHMVFH Z\ZR&4DQLD GDC

callee 2 Z\ZR&4\ZDQ\ 2 RNUH OD IXQNFM NWyUD MHVW 2z

+H +H

1.1.1.&%// 5(7 L NRQZHQFMH Z\ZRiDh

3RGF]DV DQDOL]\ NRGX PDV]\QRZHJR SU]JHW&aXPDF]RQHJ
R AGREURG]LHMVWZDFKu MDNLH QLRV ]D VRE M ]\NL
SHZQ\FK SRGVWDZRZ\FK SRM p WDNLFK MDN IXQNFMH
FHVRUD MH HOL NRG NWyU\ MHVW PX GRVWDUF]RQ\ G
QLHSRJUXSRZDQ\ VIHUHJ LQVWUXNFML : W\P PLHMVFX
ND GD DUFKLWHNWXUD GRVWDUF]D SU\PLW\ZQ\FK QDPI|
IXQNFMLu : ND G\P ]QDQ\P PL SUJ\SDGNX RCALD@XE]DyYL
QRZD QHM NWyUHM G]LDADQLH PR QD SRG]LHOLp QD GZI
DGUHVX QDVW SQHM LQVWUXNFML D QDVW SQLH VNRN S
SUJ\SDGNX [ APLHMVFHPUu W\P MHVW VW ROALL, QVW
MHVW LQREWBEMAMPXMH RQD JH VWRVX ZDUWR p WDHMMVV
SRGF]DV Z\ZR&\ZDQLD IXQNFML 'RG RANRXRVDMHSRGD G\O
PHWU 1 ZVND QLN VWRVX 63 JRVWDQLH ]ZL NV]JRQ\ R W
FR MHVW UyZQR]QDF]QH JH ]GM FLHP 1 EDMWyZ ]H VWRYV
OLVWLQJX SUJHGVWDZLRQ\ ]JRVWD& NRG UyGal
3UJHA FOQIMHVW X \ZDQ\ SU]\ NRPSLODFML DE\ NRPSLOI
3UJH& FhRLR\PXV]D ] NROHL Z\JHQHURZDQLH NRGX ELW
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/I Kompilacja: gcc ex01.c -0 ex01.exe -O0 -m32

int funcl(void){
return 42,

}
int main(void){
return funcl();

}
Listing1.1. .RG SURJUDPX AH[

Rysunek 1.1. S DUDPHWU ZVND]XMH QRZH PLHMVFH Z NR@ALLH SU]JHG Z\Z

1DVXZD VL S\WDQLH MDN ]DWHP SU]\ X \FLX WDN A;
Z\ZR&Dp IXQNFM Z AQRZRF]HVQ\u VSRVYE QS
x =moja_funkcja(l, 2, "string", &wskaznik_gdziekolwiek);
FI\OL SUJHND]Dp ZLHOH SDUDPHWUyZ Uy QHJR W\SX RUD] RC
OR QD WR RVL JQ p QD ZLHOH \GSRWR ByZ\ FK RQUDWWEIO M ]\
WUyZ SURBPPRUIWVIHIJYOQR FL VWRVX SURE @R/ BDFR\QD

ELQDUQHJR NRGX PXVL VNRU]J\WWDp NWR LQQ\ :WHG\ (
LQWHUIHMVX W]Z $%, Application Binary Interface ]D KIID-NLLDWISRWV B
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Rysunek1.2. 3R Z\ZR&@DQLX DGUHV SRZURWX MHVW RG&R RQ\ QD VW

Rysunek 1.3. :\ZRADQLH IXQNFML ]D GARP RZA GIRW SWRNFMAX ,'$ 3UR
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DXWRU NRGX RF]JHNXMH Z\ZR&\ZDQLD MHJR IXQddlingL 2 F]\C
convention : VIFIJHJYyOQR FL WDND NRQZHQFMD J]DZLHUD

/JLVW L VSRVYE SUJHND]\ZDQLD SDUDPHWUyYZ : W\P FH
V. RNUH ORQH UHMHVWU\ RUD] VWRV
6SRVYE ]ZUDFDQLD ZDUWR FL Z\QLNX G]LD&ADQLD IXQT
/JLVW UHMHVWUyYZ SURFHVRUD NWyUH QLH JRVWDQ
W]Z EH]SLHF]QH UHMHVWU\ 1DMF] FLHM WR VDPH |
Z SURORJX IXQNFML D QDVW SQLH ]GM FLHP Z HSLOR
8VWDOHQLH NWR AVSU] WDp QD VWRVLH SR ]DNR F]
2 |XQNFMD Z\ZR&\ZDQD QDMF] FLHMRSU]HAEZ\ERAPQL
SDUDPHWUHP FR SRZRGXMH RGSRZLHGQLH ]JZL NV]H!
2 NRG Z\ZR&XM F\ IXQNFMLL O R\\@\@hchtXASRISUDZLH QL H
ZDUWR FL ZVND QLND VWRVX R RGSRZLHGQL ZDUW

-DN PR QD VL GRP\ OLp QD ZL NV]JR FL SODWIRUP LVWQL
ZHQFMH UR]ZL ]XM FH WHQ SUREOHP ]D SURJUDPLVWyYZ NW
Za8D FLZHM ORJLFH NRGX : SRQL V]J\FK SXQNWDFK RPyYyZLR
ZL ]XM FH Z SRSXODUQ\FK VIVWHPDFK G]LDAaDMGNEE\JRG N
L[

1.1.2.. RQZHQFMH Z\ZRiD# |

B3RQLHZD SODWIRUPD | UR]ZLMD&D VL EDUG]R EXU]OLZIL
ZLHOH V\VWHPyZ RSHUDF\MQ\FK D MHV]F]H ZL FHM NRPSL
PD MHGQHM LGHDOQHM L SUHIHURZDQHM SU]JH] ZV]\VWN
SUJHGVWDZLRQR SL p QDMEDUG]LHM SRSXODUQ\FK ] QLFK

3U]\M WHM QD]Z\ SRWRF]QHM

6SRVREX SUJHND]\ZDQLD SDUDPHWUyYZ SRSU]JH] UHMH\

D : NRQZHQFML ®siN&lDA® @ W\aXH 2 DUIJXPHQW\ RGNAD
RG RVWDWQLHJR GR SLHUZV]HJR

f(al, a2) -> push a2, push a1, call

E : NRQZHQFML 3DVFDOARG®aSodlify@e Xy 2 DUIXPHQW)\ RC
QD VWRV RG SLHUZV]HJR GR RVWDWQLHJR
.WR VSU] WD VWRV VDPD IXQNFMD F]\ WH NRG Z\ZR3

‘H ZV]\WVWNLFK SUJHGVWDZLRQ\FK NRQZHQFMDFK X]QD\
G]LD&DQLD ]DSLVXWHME P WR|GIL (#F IOXESBBNX ZDUWR FL ]P
SUJHFLQNRZHM 3U]\MPXMH VL UyZQLH HSKAQUEMRSRGW]
]ZV]\WWNLFK UWMHMNVWEZIH HQLHP H (%; (6, (', RUD] (%3
IXQNFML PXV] PLHp SUJ]\ZUyFRQ RU\JLQDOQ ZDUWR p ZD
QDQLD NRGX IXQNFML
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Tabela1l.1.6 SLY QDMEDUG]LHM SRSXODUQ\FK NRQZHQFML Z\ZR&aD C

Nazwa Parametry Parametry WR VSUDMsD
w rejestrach  na stosie stos

cdecl EUDN & V W\ O Hcaller 1D]ZD SRFKR &yjle fuh@idd declaration.
3R]ZDOD QD JPLHQQ OLF]JE DUJXPI
W]Z variadic functonSRQLHZD WR Z\ZRa
M F\ NRG VSU] WD VWRV

pascai EUDN 3DVFDO caWwa O H

stdcall EUDN & VW\O Hcallee

fastcall (&; ('; & V W\ O Hcallee 3LHUZV]H GZD SDUDPHWU\ V SU]JH!
Z UHMHVWUDFK D SR]JRVWD&H MH (

thiscall (&; & V W\ O Hcallee 8 \ZDQD GR Z\ZR&\ZDQLD PHWRG RE

: (&; ]QDMGXMH VL ZVND QLN QD R
NWyUHJR PHWRG Z\ZR&DQR

/I Kompilacja: gcc ex02.c -0 ex02.exe -O0 -m32

int__cdecl funcl(inta, intb, int c)Y return a+b+c; }
int__stdcall func2(int a, int b, int c){ return a+b+c; }
int __fastcall func3(int a, int b, int c){ return a+b+c; }
int main(void){

int r=0;

r +=funcl(l, 2, 3);

r +=func2(4, 5, 6);

r+=func3(7, 8, 9);

return;

}
Listing1.2. .RG SURJUDPX AH[ pu SUJHGVWDZLDM FHJR WU]\ Uy QH N

Rysunek1.4. ' HDVHPEODFMD NRGX IXdglFML Z NRQZHQFML
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Rysunek1.5. '"HDVHPEODFMD NRGX | XtqchlF MIL QRNFRQHE HRYBSMIL WDQLHpu VWR

Rysunek 1.6. ' HDVHPEODFMD NRGX | a§®lF MAWZ NORQDHPQ FAMLQDF]RQR GZ|
WU\ SUJHND]DQH SU]JH] UHMHVWU\

Rysunek 1.7..RG AH[ u VNRPSLORZDQ\ QD SODWIRUP | ZLGRF]QH
2 cdecl 2 stdcall? fastcall
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1.1.3..RQZHQFMH Z\ZRiD# |

.RQZHQFMH Z\ZR&aD RERZL ]XM FH QD ELWRZHM DUFKLWH

Tabela1.2.6 SLV NRQZHQFML Z\ZR&D QD SODWIRUPLH [
.\WR VSU] WHejesthy Be¥pieczne

System Parametry Parametry
w rejestrach na stosie

'LQGRZV 5&; 5'; 5 & V W\ O Haller 5%; 56, 5, 5%3 5 5
R9

/ILQX[ %6', 56, 5'; & VW\O Haller 5%; 5%3 5 5

26 ; 5&; 5 5

FHODFK WHVWRZ\FK PR HP\ SRQRZQLH VNRPSLORZD|

DUFKLWHNWXU

> gce ex02.c -0 ex02_64.exe -O0 -m64

> file *exe
ex02.exe: PE32 executable (console) Intel 80386, for MS Windows

ex02_64.exe: PE32+ executable (console) x86-64, for MS Windows
: W\P SU]J\SDGNX GOD ZV]\VWNLFK WU]JHFK Z\ZR&D 1>
ZDQ\FK GOD QLFK DWU\EXWyZ ]JRVWD& Z\JHQHURZDQ\ WFH

H Z NWyU\P Z\ZRADQLD |

Rysunek 1.8. ELWRZ\ NRG SURJUDPX AH]
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1.2. Struktury

-DN ZzLGDp Z M ]J\NX QLVNLHJR SR]J]LRPX LPSOHPHQWDFMD
JDGQLHQLD MDN ZLHORDUJXPHQWRZH IXQNFMH QLHNRQLF
EDUGI]LHM ]aR RQHPRDQURALGFHPIXR BV a&XJL WYX B XPN.W XV F X DSOR
ZWyU]J\p GOD SURFHVRUD FDa4D GRVW SQD SDPL p Z\JO GD
QLH SRWUDIL LQWHUSUHWRZDp EORNyZ NRGX MDNR IXQN
NRPYyUHN SDPL FL EDMWyYyZ Z ]J4R RQH VWUXNWXU\

struct st001{
int first;
char blob[200];
intx;
chary;
unsigned long int z;
int last;

h
Listing 1.3. 3U]\N4DGRZD GHILQLFMD VWUXNWXU\ Z M ]\NX & ]DZLHUDM

3DPL p SRWU]JHEQD GR SU]JHFKRZ\ZDQLD VWUXNWXU\ P
VSRVRE\
SRSU]JH] GHNODUDFM JOREDOQHM OXE ORNDOQHM ]PL
D JPLHQQD ORNDOQD 2 SDPL p MHVW DXWRPDW\F]QLH
UR]JSRF] FLD EORNX IXQNFML
E ]JPLHQQD JOREDOQD 2 SDPL p UHJHUZRZDQD MHVW S
SRSU]JH] EH]SR UHGQL DORNDFM PLHMVFDnalb VWUXNW

/ILVWLQJL RUDy RGSRZLDGDM FH LP USMKX@RBIVWDZLDM
OH QR p SRPL G]\ ORNDOGOPEMED®IURNWRBE RO Q/MM UFD H/ W
D RGZRaXM F\P VL GR QLFK NRGHP DVHPEOHUD

#include "stru.h"
struct st001 global;
void funcl(void){
global.x = Oxbadf00d;
}
int main(void){
funcl();
return O;

}

Listing1.4. 3UJ\NADGRZ\ NRG Z M ]J\NX & RGZRaXM F\ VL GR SROD VWU
VWDW\F]QHM

28



6758.785<

Rysunek1.9. :SLVDQLH VWD&8HM SRG RGSRZLHGQL DGUHV Z SDPL FL

#include "stru.h"

void func1(void){
struct st001 local;
local.x = Oxbadf00d;

}

int main(void){
funcl();
return 0;

}

Listing1.5. 3U]J\NADGRZ\ NRG Z M ]J\NX & RGZR&aXM F\ VL GR SROD V\
UDPFH VWRVX

Rysunek 1.10.$ORNDFMD V WDKNW ¥XX8RY O QLH VWDaHM SRG RGSRZLI
DQJ offset

#include "stru.h"

#include <stdlib.h>

void funcl(void)Y{
struct stO01* ptr_stru;
ptr_stru = (struct st001*)malloc(sizeof(struct st001));
ptr_stru->x = Oxbadf00d;

}

int main(void){ func(); return 0; }

Listing 1.6. 3UJ\N4ADGRZ\ NRG Z M J\NX & DORNXM F\ VWUXNWXU ¢
HOHPHQWX
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Rysunek 1.11. $ORNDFMD VWUXNWXU\ QD Yhilod U F H) P/ \8 RSRRIAH RXGIZNRFENDL
RGSRZLHGQLHJR SUJHVXQL FLD Z RWU]J\PDQ\P ZVND QLNX

1.21.7=JDG\ZDQLH5 ZLHONR FL L XiR HQLD HC

-DN PR QD ]DXZD \p Z SRZ\ V]\FK SUJ]\NGDGDFK Z SUJ\SDGN?
UJ\VWDQR VWUXNWXU\ FIJHNDM QD QDV GZD Z\]ZDQLD

,GHQW\ILNDFMD ZLHONR FL VWUXNWXU\ 2 VIWXDFMD M
Z NWyUHM SU]JHFKRZ\ZDQH V GDQH MHVW G\QDPLF]QLI
MH HOL PDP\ GR FJ\QLHQLD ] ORNDOQ OXE JOREDOQ

B3R]IQDQLH XNaDGX VWUXNWXU\ 2 FI\OL LGHQW\ILNDFI
=DGDQLH WR XabwWwzLD QLHFR Z\VW SRZDQLH ZLHOX
AZ RNROLF\p QDV]IHM VWUXNW XU\

1.22.5R]SR]QDZDQLH EXGRZ\ VWUXNWXU ORN

OLVWLQJX JODMGXMH VL SU]J\N&GDGRZ\ NRG LOXVWUX
RUD] HWDS\ UR]JSR]QDQLD

#include "stru.h"
void funcl(void){
int before; /I rozmiar = 4B
struct st001 local; // nieznany rozmiar
int after{4];  // rozmiar = 16B
before = 0x1111;
after[0] = 0x2222;
local first = Oxaaaa;
local.last = Oxffff;
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int main(void){
funcl();
return O;

}
Listing1.7. .RG Z M ]J\NX & RSHUXM F\ QD ORNDOQHM VWUXNWXU]H

=D&y P\ H ZLHP\ L ORNDOQLH Z\\OD GVPMU RS PLLID [ PH |
VWUXNWXUD ASRPURGYRLEDRX XN4ADGX SDPL FL 3LHUZV]D
FIWHUHFKsiEBi(MWyZ BUXJD sizeoflint) .LHG\ SU]JHDQDO
P\ NRG DVHPEOHUD Z\JHQHURZDQ\ QD SRGWWMDNXL& SSUDWA
u\Vv PR HP\ GRVWU]HF QDVW SXMfurdd HWDS\ Z\NRQD

$ORNDFMD PLHMVFD QD VWRVLH QD ]JPLHQQH ORND
PR QD RV]DFRZDp ZLHONR p SDPL FL ]DUH]JHUZRZDQF
EDMWYyZ

3UJ\SLVDQLH VWDB&dbM GR JPLHQQHM

3UJ\SLVDQLH VWDafése) GR HOHPHQW X

3UJ\SLVDQLH VWD&HM GR SLHUZV]HJR SROD VWUXN\
S Labp+var2+0x0] 3U]\NGDG WHQ SRND]XMH H ] SXQNW.
SRIJLRPRZHJR SRM FLH VWUXNWXU\ MDNR RUJDQL]D
3U]\SLVDQLH VWD&HM GR RVWDWQLHJR SROD VWUXI
[' =DSLV WHQ MHVW ZLGRF]Q\ WD NRR QOFDRVHR RZ Sl
JUDPLH GR GHDVHPEODFML MDNR WDEOLF EDMV

Rysunek 1.12. .RG DVHPEOHUWD ISQNMFEWIWDZLRQHM Z OLVWLQJIX

8N4DG SDPL FL QD VWRVLH IXQNFML SRND]BQR QD R\
]JPLHQQH ORNDOQHRRBZARWQHMW NROHM@MP @LP MR A DU
varl R Wai3] (OHPAKQWDQG\GDW QD SRV]XNLZDQ VWU
FIRQ\ MDNR G@XB@LFID R EDMWyZ UR]JPLDU ARGJDGQL W\
DQDOL]\ PLHMVFD ]JDUH]JHUZRZDQHJR QD VWRVLH
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Rysunek 1.13. 8N&DG UDPNL WMRVX IXQNFML

1D U\WXQNX ZLG]LP\ IUDJRHQWHY RGX VXD XEMWZLDM F
OL] XN&abGX SDPL FL J]PLHQQ\FK ORNDOQ\FK QD VWRVLH

V SRGDQH Z]JO GHP DGUHVX DNWXDOQNM BEBE®NL MWNRMXX N
GRNaADGQ\ XNADbG JPLHQQ\FK QD VWRVLH

Rysunek 1.14. 3UJ\SLVDQLD VWD&a\FK GR NRPyUHN QD VWRVLH EH] SRG

Tabela1.3.'"RNADGQ\ XN&@&DG RELHNWyZ QD VWRVLH

Nazwa BUIHVXQL FLH Opis

YDU 240 3LHUZV]\ HOHPW®W WDEOLF
.ROHMQH HOHPHQW\ WDEOL|

YDU 224 3LHUZV]H SROH VWUXNWXU\
.ROHMQH SROD VWUXNWXU\
2VWDWQLH SROH VWUXNW XL

YDU 4

=PLHQQD varl

1.2.3.5R]SR]QDZDQLH EXGRZ\ VWUXNWXU G\Q

: SUJ\SDGNX NRGX Z NWyU\P Z\VW SXMH G\QDPLF]QD DORND|
QDOQLH LQLFMDOL]DFMD MHM SyO V\WXDFMD Z\JO GD GX

-DN MX RSLVDQR ZF]H QLHM 2 UR]JPLDU VWUXNWXU\ P
ZDQLH SDUDPHWUX SUJHND]J\ZDQHJR I X&d&FML DORNXN
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3R Z\NRQDQLX DORNDFML SURJUDP RWU]J\PXMH DGU
QDSUDZG RSHUXMH QD ZVND QLNX GR VWUXNWXU\ =
ZLGRF]QH V MDNR RGZR&DQLD GR ZVND QLND ] SHZ

: OLVWLQJX SUIJHGVWDZLRQ\ MHVW NRr8w]stXicAFLHP G|
NWyUD DORNXMH SDPL p QD VWUXNWXU RUD] XVWWdZLD Z|
Z\ANRUJ\VWXMH RWUJ\PDQ\ ZVND QLN GR SU]J]HSURZDG]DQL

#include <stdlib.h>
#include "stru.h"

struct stO01* new_struct(void){
struct st001* ps;
ps = (struct st001*)malloc(sizeof(struct st001));
ps->first = 0x11;
ps->last = OxFF;
return ps;

}

void func1(void){
struct stO01* ptr;
ptr = new_struct();
ptr->x = 0x1234;

}

int main(void){
funcl();
return 0;

}
Listing1.8. '\QDPLF]QD DORNDFMD VWUXNWXU\ L GRVW S GR MHM H«

‘\QLN GHDVHP E Ora Mrlct! X MNHAMWL ZLGRF]Q\ QD U\WVXQN
PR HP\ Z\ZQLRVNRZDp ] NRGX DVHPEOHUD

$ORNDFMD EDMWyZ SDPL FL XMDZQLD UR]JPLDU V\
:VND QLN GR ]DDORNRZDQHM SDPL FL SUJHFKRZ\ZDC
1DVW SXMH RGZR&DQLH GR SLHUZV]HJR HOHPHQW
EDMWyYZ :VND QLN QD VWUXNWXU SU]JHFKRZ\ZDQ\
FI\WHOQ\ ]DSLV PyJ3Eax#®XxdO.GDp WDN

1DVW SXMH RGZRADQLH GR RVWDWQLHJR HOHPHQW
QLH R VJHURNR FL FIWHUHFK EDMWyZ
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Rysunek 1.15. :\QLNRZ\ NR Ged @& F ML

.ODV\ RELHNW\ GJLHG]LF]JHQLH L W

6NRUR MHVWH P\ MX Z VWDQLH UR]JSR]QDZDp GR SHZQ}
Z NRG]LH & & VSUYEXMP\ SRGM p VL MHV]F]H WUXGQLHM

1.3.1.Prosta klasa a struktura

.LHG\ SRF] WNXM F\ SURJUDPLVWD 2 RE\W\ MX ] NRQFHSFNMN
FK\ED QDMOHSV] REUD]XM F LGH OHF] EDUG]JR XSUDV]F]DI
QLH AWR WDNLH VWUXNWXU\ ] IXQNFMDPLu -H HOL SRSDW
QLVNRSR]JLRPRZHJR WR QLHZLHOH PLQ OL P\ VL ] SUDZG
RSLVDQH RVREQR ZF]H QLHM WR SR& FJHQLH REX PHFKD
REMDRHQLD 6SyMU]P\ QDMNRLEJZHP\URNRSR]ZRPRZ\P RU
SR]LRPRZ\P GZyFK SRGREQ\FK SURJUDPyZ SUJHGVWDZL
-HGHQ MHVW QDSLVDQ\ ] X \FLHP VWUXNWXU\ GUXJL 2 REL

#include <stdio.h>
#include <stdlib.h>

typedef struct s_car {
char desc[200];
int color;
int wheels;
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int doors;
}s_car;

typedefs_car* p_car;

void car__print(p_car car)f{
printf(*[color:%d wheels:%d doors:%d]\n", car->color, car->wheels, car->doors);

}

void car__set_color(p_car car, int c){
printf("SET COLOR\n");
car->color = ¢c;

}

p_car car__new(void){
p_car ¢ = (p_car)malloc(sizeof(s_car));
c->color = 0; c->wheels=0; c->doors=0;
printf("Creating new instance...\n");
return c;

}

int main(int argc, char* argv[]){
printf("START\n");
p_car ¢ = car__new();
car__print(c);
car__set_color(c, 100);
car__print(c);
printf("END\n");
return O;

}
Listing1.9. BURJUDP Z M J\NX & RSLVXM F\ VDPRFKyG SU]\ X \FLX VW

#include <cstdio>
#include <cstdlib>

class c_car{
public:

char desc[200];
int color;

int wheels;

int doors;

c_car();

void print();

void set_color(int);
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h

void c_car::print()Y{ // <-- METODA

printf("[color:%d wheels:%d doors:%d]\n", color, wheels, doors);

}

void c_car::set_color(int c){
printf("'SET COLOR\n");
color =¢;

}

c_car:.c_car(void){ // <-- KONSTRUKTOR
printf("Creating new instance...\n");
color=0; wheels=0; doors=0;

}

int main(int argc, char* argv[]X{
printf("'START\n");
C_car car;
car.print();
car.set_color(100);
car.print();
printf("END\n");
return O;

}

Listing 1.10. BURJUDP Z M J\NX & RSLVXM F\ VDPRFKyG SU]J\ X \FLX NO

Rysunek 1.16.RG VWUXNWXUDOQ\ 2 GHDVHPEODFMD F]

Z NRQ ZBt@#&IM L

36
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Rysunek 1.17. .RG RELHNWRZ\ 2 GHDVHPEODFMD F] FL J&yZ@HM IXQN
Z NRQ Z ti§cEIM L

6DP NRG IXQNFML XVWDZLDRMERKHMINRDGEBNDARKOQGBPD
SDWU] U\V L

Rysunek 1.18. .RG VWUXNWXUDOQ\ 2 G H D \édt BolbiO D FRIEDD F$ D BJID PXI QWA M L
ZVND QLN QD VWUXNWXU RUD] NRORU V SU]JHND]\ZDQH SUJH]

Rysunek 1.19..RG RELHNWRZ\ 2 GHDVHPE@BBMD BLHUZNMJQRBNMXPHQW
] NRQZHQFM IQDMGXMH VL Z UHMHVWU]H (&;
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1.3.2.2ELHNW\ VWUXNWXU\ IXQNFMH WKL

-HG\QD Uy QLFD PL G]\ GZLHPD ZHUVMDPL SRZ\ V]IHJR SUR
W\P H Z SU]\SDGNX RELHNWRZ\P NRPSLODWRU AZLHp H W
SUJHND]Dp ZVND QLN RELHNWX MDNR Shistallza/ F\]\SO0LUD RIHHW
MHVWU]H (&: : SUJ\SDGNX NRGX VWUXNWXUDOQHJR SUR.
2 SUJHND]XM F ZVND QLN MDNR SDUDPHWU 2GQDOH]LHQLH
QLD IXQNFML X \thisBallN RMHAHM BMEHUZV] L Z ][DVDG]LH QDMZD
ZLDGF] F R W\P H SUDZGRSRGREQLH PDP\ GR F]\QLHQLD
FMH Z\ZR&4\ZDQH Z WHQ VSRVYE V PHWRGDPL SHZQHM NOD
1DWXUDOQ\P Z\GDZDp E\ VL PRJ&R H PHWRG\ NODV\ E (
ZDQH WDN VDPR MDN HOHPHQW\ VWUXNWXU\ 2 MDNR ZVND ¢
2 QLH PD WDNLHM SRWU]JHE\ 3U]JHGH ZV]\VWNLP GODWHJR
NRGX GR SRVWDFL ELQDUQHM GREU]H A2MDBIN IR NI L WM |
Z\ZR&Dp MDNR MHJR PHWRG SDPL WDM F R this Z UHMHVWU
1LH ]DZV]H MHGQDN

1.3.3.:VI\VWNR ]JRVWDMH Z URG]LQLH F]J\OL G

,VWQLHMH MHV]F]H MHGHQ SU]\S D GRHIND D\RPDLIFDLNH F3\] URGZ DF
RUD] PHWRG\ ZLUWXDOQH 3UREOHP GREU]JH LOXVWUXMH I

#include <cstdio>

class Base {

int prop;

public:
virtual void func1(void){ puts("-> F1 (base)"); }
virtual void func2(void){ puts("-> F2 (base)"); }
Base(){ puts("NEW: Base"); }
virtual ~Base(){ puts("DEL: Base"); }

13

class Child1 : public Base {

public:

Child1(){ puts("NEW: Child1"); }

virtual void func1(void){ puts("-> F1 (child)"); }
%

class Child2 : public Base {

public:

virtual void func2(void){ puts("-> F2 (child)"); }
h
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void do_stuff(Base *0){
o->funcl();
o->func2();
delete o;

}

void work(void){
puts(" -- object 1 --");
do_stuff(new Child1());
puts(" -- object 2 --");
do_stuff(new Child2());
}

int main(void){
work();
return O;

}
Listing1.11. . RG SURJUDPX GHPRQVWUXM FHJR G]JLHG]JLF]JHQLH RUD]

.ODVD JBasZ PID GZLH FuMWRBUft2 .D GDNQDV SRWRPQ
Chidl RUMd2 LPSOHPHQWXMH SUJHFL D MHGQ ] QLFK
WHM V\W X Ddb Metiff | XOUFRMBXMH ZVND QLN QD BR&ELHNW N
DQDVW SQLH Z\ZR&XMH MHJIRFGZIR PBWRP®R QD VL SU]JHN
SUJHND]DQLD UHIHUH Q Bdéel 2GR NREQ HZND\@ X MWW \NRG SUJHFL
.RPSLODWRU QD HWDSLH EXGRZDQLD NRGX ELQDUQHJIR Q
MDNR DUJXP HQ3Nf I X@BMARLVDP\P QLH ZLH NWRK\R®XR QR D HW
JRVWDp Z\ZREGDQH 3DWU] F QD OLVWLQJ RIFGHNLZDQSDR
=DWHRIZNL WDMHPQLF]\ VSRVYE SU]JHND]\ZDQD MHVW
ZVND QLND 2 MDN WR E\ZD Z NRG]JLH PDV]\QRZ\P R IXQNTF

> g++ inh.cpp -0 inh -m32
> [inh.exe

-- object 1 -
NEW: Base
NEW: Child1
-> F1 (child)
-> F2 (base)
DEL: Base

-- object 2 -
NEW: Base
->F1 (base)
-> F2 (child)
DEL: Base

Listing1.12. . RPSLODFMD RUD] XUXFKRPLHQLH SURJUDPX SUH]HQW X
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3U]\MU]J\MP\ VL EOL HM GHDVHPEODFML IXQNFML SUJHG
PL ]D]QDF]RQR BAZRAD@ED 7X SU]JHG Z\ZR&DQLHP GR UHI
SUJ\SLV\ZDQD MHVW ZDUWR p SLHUZV]HdoRstufl HG:\L\QG-DJ[R S D
UyZQLH SHZQH RSHUDFMH Z\NRQ\ZOAQH2 SAUYDG WD@L ]GV
QDMG\ZDQLH ZVND QLND GR IXQNFML NWyU QDOH \ Z\ZR:
SR NROHL ZLG]LP\ H

'R UHMHVWUX ($; SUJ\SLV8#DQD MHVW ZDUWR p
'R UHMHVWUX ($; SUJ\SLV\ZDQD MHVW ZDUWR p ZVI
GZXNURWQLH

$GUHV QD NWyU\ ZVND]XMH UHMHVWU ($; JRVWDMH Z

Rysunek 1.20. :\QLN GHDVHPE GDskufl L EXWJFNMADG]LH ] OLVWLQJIX

3RZ\ V]\ ]IDSLVY MHVW MHGQDN WUXGQ\ GR JUR]JXPLHQLI
]@DMGXMH VL Z SDPL FL U\V L
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Rysunek 1.21.:DUWR FL ]DSLVDQH Z SDPL FL SRG DGUHVHP ZVND]
Z\NRQDQLX LQVWUXNFML

Rysunek 1.22. :DUWR FL ]DSLVDQH Z SDPL FL SRG DGUHVHP ZVND]\Z|
NRQDQLX LQVWUXNFML

‘LG]LP\ WXWDM H SR Z\NRQDQLX ZV]\VWNLFK RGZRA&D
FINQLH@IDEDPLF ZVND QLNyZ QD IXQNFMH -HVW WR WDEO
FLMakle OXE 907 :VND QLN GR WHM WD & Q GR\WM\PR I\ B]R@X
PL FL NODV\ NWyUBHDQGM @OMMHWL VDP\P SRF] WNX:ISRG S
G] FWR\P PR HP\ UD] MHV]F]H VSUYERZDp RSLVBops§EHDVHP

'R UHMHVWUX ($: SUJ\SLV\ZDQ\ Mt W ZVND QLN QD |

3R]\WNLZDQ\ MHVW ZVND QLN QD Z&D FLZ IXQNFM

D 3RELHUDQD MHVW ZDUWR p SLHUZV]HJR HOHPHQV

E 3RELHUDQ\ MHVW ZVNB GHRNHQS\LH WDHE IR\ YWDEOH
FRiici GOD ¢h@D V\

'R UHMHVWUX (&; SUJ\SLV\ZDQ\ MHVW ZVND QLN Q

PLHMVFH Z\ZR&DQLH PHWRG\ QD NWyU ZVND]XMH U

'OD GUXJLHJR Z\ZRaDQLD DQDORJLF]QLH
'R UHMHVWUX ($; SUJ\SLV\ZDQ\ MHVW Z¥WND QLN QD
3R]J\WVNLZDQ\ MHVW ZVND QLN QD Z&aD FLZ IXQNFM
D 3SRELHUDQD MHVW ZDUWR p SLHUZV]HJR HOHPHQW
E 3RELHUDQ\ MHVW ZVND HRHMQWXUW DIEHJIRF\ YWDEOH
func2 .
'R UHMHVWUX (&; SU]J\SLV\ZDQ\ MHVW ZVND QLN QD
Z\ZR&DQLH PHWRG\ QD NWyU ZVND]XMH UHMHVWU

SRGVXPRZDQLH

\ANRQXM F DQDOL] ZVWHF]Q VNRPSLORZDQHJR NRGX RE
VL SRQL V]\PL ZVND]yZNDPL
6]XNDP\ NRQVWUXNWRUD 3R]ZROL RQ RV]DFRZD)p Zl
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D -H HOL GR SLHUZV]HJR SROD VWUXNWXU\ Z NRQVWL
WR p ZVND]XM FD QD WDEOLF ZVND QLNyZ IXQNFML
D QDV] RELHNW ]DZLHUD PHWRG\ ZLUWXDOQH
6]XNDPD@QDOL]XMHP\ PHWRG\ IXQNFML SDWU] F JG]LH
QD RELHNW ] Z\NRUJ\VWDQLHP UHMHVWUX (&; Z SU]J\SD
RELHNW |]DZLHUD YWDEOH 2 IXQNFMH WH PR HP\ ]JQDO!
PHWRG RELHNWX SR]ZROL QD OHSV]H GRSDVRZDQLH N
-H HOL ZVND QLN GR SHZQHM IXQNFML JQDMGXMH VL
ZLUWXDOQ\FK 2 PDP\ GR F]J\QLHQLD ] GILHG]LF]JHQLHP
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:VWUS

6\WWHP\ RSHUDF\MQH RSDUWH QD M GU]H /LQXNVD RIHU:
RSURJUDPRZDQLD SRG N WHP MHJR G]LD&DQLD :L NV]R
NRUJ\WW\ZDQ\FK ] SRZRG]HQLHP QD V\VWHPDFK :LQGRZV
F] VWR Z QLHFR LQQHM IRUPLH

. W\P UR]G]LDOH E GJLHP\ VWRVRZDp V\VWddRMQD]HZQ
JGJLH 1 WR QXPHU OXE LGHQW\ILNDWRU 3R QDSRWNDQL:
GRNXPHQWDFML WHJR QDU] Ghiad SSRS M]MHALX SR@DQDR XS

$manN nazwa

1D SU]J\N&DG DE\ X]\WNDp LQIRUP®RdEME QD QDHPD W ZQIDR
QDp SROHFHQLH

$ man 1 readelf

7DND OLVWD DUJXPHQWYZ SRZRGXMH RWZDUFreddelSRGU F
] VHNFML SLHUZV]HM F]\OL SURJUDPyYZ QDU] G]JLRZ\FK

SOLNL Z\NRQ\ZDOQH (/)

BURJUDP\ Z\NRQ\ZDOQH RUD] ELE O gharadHiidrieZ VCSXaEeG | L H O
objects Z VI\VWHPDFK *18 /LQX[ |PCGLNDAKQHMWYU\FK ZWQRNW
MHVW SU]JH] VWDQGDUG (/) Executable and Linkable Format
*18 /LQX[ QLH V MHG\Q\PL VA\VWHPDPL Z NWyU\FK Z\NR
FKRZ\ZDQLD WUH FL SOLNyZ Z\NRQ\ZDOQ\FK OXE ELEOLR
I LOQQ\FK VA VWHPDFK XQLNVRZ\FK URG]LQD V\VWHP
IHW%6' 6RODULYV 41; LWS
f DOWHUQDW\ZQ\FK VA\VWHPDFK X \WNRZ\FK OXE EDGI
$526 30DQ
f VA\VWHPDFK NRQVROL JLHU NRPSXWHURZ\FK LARQ\ 3
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f XU] GIJHQLDFK SRGU F]Q\FK WDNLFK MDN WDEOHW\
6DPVXQJ %DGD 1RNLD ODHPR LWS

8 \FLH WHJR IRUPDWX QD ZLHOX Uy Q\FK VI\VWHPDFK Z\
SURMHNWRZDQ\ MDNR IRUPDW XQLZHUVDOQN\F7R P @ILLHHV W
NWyUH ZDUWR FELOIINX.¥D®HPEZD&\ VHQV W\ONR ZWHG\ JG)\
JJIRGQUH JXaDPL LQWHUSUHWDFML RNUH ORQ\FL H: @/ NGLOFKF
VSHF\VILF]Q\FK PLHM\GXM H\MOOLE XHORH QD JLQWHUSUHWR?Z
RJYOQ\FK PHWRG

8QLZHUVDOQR p IRUPDWX (/) SRFL JD ]D VRE NRQLHF]Q
SUJHFKRZ\Z@MEXKXPOH QR FL RG W\SX DUFK L VOHDNFMRXQ\ MGBI® BV
SURJUDP IRUPDW F] FL GDQ\FK WDNLFK MDN NRG UyGA&R
SURJUDP QD NRQVRO 30D\6WDS\LIRNX (5UFHFKRIZ\ZDIOH ZD 4 |
PDV]\QRZ\ QL SS®UNRR/¥ SUJH]QDF]JRQ\ GOD DUFKLWHNW
MHVW SURVWD 2 RELH DUFKLWHNWMNUDMY @y QWLMR G QR \HE
SURFHVRU\

'R DQDOL]\ VWUXNWXU\ SOLNX (/) QDMF] rdade{M Z\NRU]J\V
lobjdump(l) GRVW SQH Z&D FLZLH Z ND GHM G\WWU\EXFML V)
Z VN43DG SRSXODUQHJR SDNLHWX QDU] G]JLRZHJR ELQXWL
E GJLHP\ VL SRV&XJLZDp W\PL SURJUDPDPL GR RGF]\W\Z
] SUJ\NADGRZ\FK SOLNyZ Z\NRQ\ZDOQ\FK OXE ELEOLRWHN

3H4QH GHILQLFMH IRUPDWX (/) JQDMGXM VL Z SOLNX
GRVW SQ\ Z ZL NV]R FL G\WWU\EXFML PR H E\p Z\PDJDQH
SDNLHWX 2 Z G\WWU\EXFML $UFK/LQX[ SDNLHW WHQ QRVL
NXPHQWDFML > @ 3ROHFDP\ ]DSR]QDQLH VL ] WUH FL W
SRZVWDZDO]SRI|JHGVWDZLHQLX NRPSOHWQHM GRNXPHQWDF
Z QLP E G MHG\QLH QDMZD QLHMV]H DVSHNW\ IRUPDWX S
DQDOL]\ SOLNyZ Z\NRQ\ZDOQ\FK R ]DPNQL W\P UyGOH

221., GHQW\ NDFMD V\VWHPX L DUFKLWHNW X

"HGQQPMEDUG]LHM SRGVWDZRZ\FK LQIRUPDFML NWyU QDOH
MHVW DUFKLWHNWXUD GRFHORZD SURJUDPX -H OL NRG \
QLH PD VHQVX XUXFKDPLDp JR QD DUFKLWHNWXU]H [ L
SOLN ELQDUQ\ PR QD RNUH OLp GRN4ADGQ DUFKLWHNWXU
SOLN (/) E\d ][EXGRZDQ\ 3RVLDGDQLH WHM LQIRUPDFML XPF
PDV]\QRZHJR |DSLVDQHJR Z RGSRZLHGQLFK VHNFMDFK
3RVIXNLZDQH GDQH Q@D My@XM RldQERZrL /W U KIBRWENL \

O XM4_Ehdr NWyU\ ]QDRGRMEBD/BERF] WNX SOLNX =U]XW HNU
SUJHGVWDZL Dle@éxdéiyZ SN RJUDPLH GR HG\FML GDQ\FK ELQD
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Rysunek 2.1. 1DJayZHN file header

$GUHV [ ]DZLHUD EDMW\ NWyUH ]DZV]H SU]\MPXM
RUD] [ : SUJ]\SDGNX JG\ SOLN SRG W\P DGUHVHP |DZL*F
QLHM QLH MHVW WR SOLN (/)

$ $GUHV [ |DZLHUD MHGHQ EDMW LGHQW\ILNXM F\ G
%DMW R ZDUWR FL A g LGHQW\ILNXMH SODWIRUP E
R]QDF]D SODWIRUP ELWRZ 1D OSU)\BIOUG/RK pSODIN

ELWRZHM ZV]\VWNLH DGUHV\ E G ]|DMPRZzZD&a\ E
EDMWyZ QD SODWIRUPLH ELWRZHM 3RZRGXMH \
SRV]F]JHJYyOQ\FK SyO PRJ VL Uy QLp SRPL G]\ ZHUV]I

$ $GUHV [ ]DZLHUD MHGHQ EDMW RNUH ODM F\ NRO}
6 GRVW SQH GZLH PR OLZR FL QDMEDUG]L Higed@ed,F] F\ |
QS DUFKLWHNWXUD 3RZHU3& V\PEROL]JRZDQ SU]JH] Z

F] F\ EDMW MD N RitlRéhtab WQE DQBKLWHNWXUD [ V\PEF
ZDUWR p A p
t $GUHV [ ]DZLHUD MHGHQ EDMW RNUH ODM F\ X \

Binary Interface Z VNWBFLHRZH ZHUVMH VSHF\ILNDFML (/)

WHJR SROD L REHFQLH ]JDOHFD VL MHJR Z\]HURZDQ

LQIRUPDFMH JQDMGXM FH VL Z W\P SROX KLVWRU\F]

GHG\NRZDQ ZDUWR p ZVND]XM F QD URG]DM V\VWH

Z\NRQ\ZDOQ\

2 ZDUWR p A p JJRGQLH ]JH VWDQGDUGHP R]QDF]D&D

2 ZDUWR p A u R]QDF]D&D V\VWHP +3 8; VSDGNRELH
SUJH] ILUP +3 SR U DNWXDOQLH ZDUWR p W
WHPLH *18 /LQX]

2 ZDUWR p A p R]QDF]D&D V\VWHP 1HW%6"

2 ZDUWR p A pu E\4D ]JDUH]JHUZRZDQD GOD V\VWHPX *
VWRVRZDQD
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2 ZDUWR p A p PR H R]JQDF]Dp VI\VWHP *18 +XUG WZRU]

2 ZDUWR p A p R]JQDF]D&D V\VWHP 6RODULY SURGXNRZ
QLHM 6XQ OLFURV\VWHPV

2 ZDUWR p A p E\aD VWRVRZDQD GR RNUH OHQLD $%,
81,; SURGXNRZDQ\ SUJH] ILUP ,%0

2 ZDUWR p A p MHVW QDGDO Z\NRUJ\WVW\ZDQD Z V\VWHt

2 ZDUWR p A p E\aD GHG\NRZDQD GOD V\VWHPX 2SHQ

$GUHVY [ KLVWRU\F]QLH ]DZLHUD& LQIRUPDFMH R ZH
SUJHGQLP SROX $NWXDOQD VSHF\ILNDFMD IRUPDWX (/)
$GUHV [ ]DZLHUD GZD EDMW\ RNUH ODM FH W\S SOLN>

QLHVSUHF\]RZDQ\ W\S 2 ZDUWR p WD QLJG\ QLH SRZLQQTC
RIQDF]D W\S UHORNRZDQ\ L MHVW VWRVRZDQD GR
A\FK MDNR Z\QLN NRPSLODFML QS NRPSLODWRUD & C
ET_ EXEC R]QDF]D VWDQGDUGRZ\ SOLN ZEY R ZMOWW :D
]JDUH]HUZRZDQD GOD ELEOLRWHN DOH UyZQLH GOD
WR p A u R]IQDF]D VSHFMDOQ\ SOLN FRUH ]DZLHUDM
Z PRPHQFLH MHJR DZDULL

U]\ LOWHUSUHWDFML GDQ\FK ] WHIJR SROD ZDUWR ]Z
ET.DYN PR H E\p VWRVRZDQD GR R]QDF]JHQLD |DUYZQR S¢
L ELEOLRWHN SU]\ F]\P MHJR Z\NRU]J\VWDQLH SU]\ SOL
EDUG]LHM SRSXODUQH VWRVXQNRZR QLHGDZQR 3URJL
V] PLHp NRG 3,& Position IndependentCode NWyUHPX E G]JLH S
SXQNW \NRET\DYWOGRIRSLVX SURJUDPyYyZ Z\NRQ\ZDOQ\FK
PLQ QD QRZV]\FK VAIVWHPDFK 2SHQ%6' ]1QDQ\ MHVW
WDN R]QDF]JRQ\FK SOLNyZ Z\NRQ\ZDOQ\FK SU]JH] NRPS|
$GUHV [ SU]JHFKRZXMH GZD EDMW\ LGHQW\ILNXM FH
SUJ]\MPRZDp ZLHOH ZDUWR FL Z UyG NWyYyU\FK QDMSR:
DUFRKHNWXU\ 63$5& ZDUWR p A p GOD DUFKLWHNWXU\ [

WXU\ 0,36 VWRVRZDQD P LQ Z URXWHUDFK A u GOD I
ZEXGRZDQH WDEOHW\ OXE VPDUWIRQ\ RUD] A p GOD

6]\EN LGHQW\ILNDFM DUFKLWHNWXU\ GRFHORZHM PR
file(1)

$ file /bin/ls

/binfls: ELF 64-hit LSB executable, x86-64, version 1 (SYSV), dynamically linked,
interpreter /lib64/1d-linux-x86-64.s0.2, for GNU/Linux 2.6.32,
BuildID[shal]=0a07d110567fac845adae753f7f8561a4121279d, stripped

VNEDG Z\ ZLHWORIP\FK GIWRBPDFML ZFKRG]L ZL NV]R b

SR]ZDODM QD GREyU RGSRZLHGQLFK QDU] G]L GR GDOV]H
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t x86.64 2 DUFKLWHNWXUD |
 dynamically linked 2 Z SOLNX LVWDDHMHC VRISNFMDI D Z SXQ
A6HNFMD G\QDPLFp NWyUD SR]ZDOD QD ]JGHILQL

UI\WW\ZDQ\FK SU]JH] SURJUDP $O WsthtitqyDinkedZ Q\P, R G F ]\
NWyU\ LQIRUPXMH R EUDNX WHM VHNFML

t interpreter]..] 2 FLH ND GR SURJUDPX 8DGXM FHJR Z
NWyUHJR ]DGDQLHP MHVW SRSUDZQH ]D&DGRZDQLH
ZV]\WWNLPL ]DOH QR FLDPL 3URJUDP 4DGXM F\ OG V
SRGUR]G]LDOH

+ BuildiD[shal]=[..] 2 XQLNDWRZ\ LGHQW\ILNDWRU SOLNX Z\
SRGF]DV SURFHVX NRQVROLGDFML SOLNX -HVW WR |
FHOyYyZ GHZHORSHUVNLFK XPR OLZLDM FD JORNDOL]R:
NRZ\FK Z\NRUJ\WW\ZDQ\FK SRGF]DV GHEXJRDRE@DM ISQ

t stripped 2 BOLNX XVXQL WH V V\PEROH GRGDWNRZH 1T
]DU] G]IDQLD GRGDWNRZ\PL VIPERODPL RR UHQ®DMKF
X \W\FK Z SURJUDPLH SROHJD QD RG& FJHQLX W\FK V
QLX LFK GR JHZQ WU]JQHJR SOLNX L QDGDQLX REX S
BuldD WDN DE\ PR Q@D]EXiRRZFL V]\ENR MH ]H VRE VN
PRF VHUZHUD LQGHNVXM FHJR $@Wtippe@ DW\RQy DU
LQIRUPXMH H GRGDWNRZH V\PEROH SRZLQQ\ ]QD
SOLNX (/) QDMF] FLHM QD MHJR NR FX

,QQH SRKRDD &fle\gader |IDZLHUDM L QIRUIPOPRKLDUDFK SF
VWDZRZ\FK VWUXNWXU IRUPDWX (/) ,FK LVWQLHQLH MH\
Z\M FLRZ\ GOD LQWRUBMNWIRMA\NRQDQLD QURK PREBD Q26 G
VI\FK SXQNWDFK SU]J\ RSLVLH W\FK VWUXNWXU

222.6HIPHQW\

.RG Z\NRQ\ZDOQ\ OXE GDQH Z\NRUJ\WW\ZDQH SUJH] SURJ
UDFK QRV] F\degméndywz *UDQLFH W\FK REV]DUyYZ JGHILQLR
program header NWyU\ IL]\F]QLH ]QDMGXMH VL QDMFISRI WM GD L
QLP SXQNFLHfilexddey ZNRN aD G Q\ D G UptograpnhdddeZ MBI VW D SL)
Z QDJayilENedder Z SROX R DGUHVLH [ & Z SU]J\SDGNX SOLN
R DGUHVLH | GOD SOLNX ELWRZHJR
.D G\ VHIPHQW RSLV\ZDQ\ Mis2VRidrS UQHKIBA/ Midy X N 8V XRJIQ H

UR]JPLHV]F]JRQH Z SOLNX Z VSRVYE FL Ja\ WDN H RSLV
EH]SR UHGQLR SR [ DNR FIHQLX VWUXNWXU\ RSLVXM FHM
]DGHNODURZ5R® iV VQD J a yile Neader ELWRZ\ DGUHV [ &
WRZ\ DGUHV | 1D SUJdN@bnG] DM H HHIDL ZAROMR b QDOH
VL G]JLHZL FLEXX\WPWMUXA\WWUSXM F\FK EH]SR UHGQLR MHGQ
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1D JU]JXFLH HNUDQX QD U\VXQNX ]JODMGXMH VL G]LI
ZSOLNMSRVYE VHNZHQF\MQ\ MHGHQ SR GUXJLP .D G\ VHJPI

OXE EDNDOH QR FL RG DUFKLWHNWXU\ OXE ELWR.
VHULL Q DpragramheZderW R EDMW\

Rysunek 2.2. 6HJPHQW)\ Z SOLNX (/)

7UH p ND GHJR VHIJPHQWX ]DZLHUD LQIRUP DFRydeH, WDNLH
RIIVHW [ MHJR DGUHY &RF] WA\ SKRRGM B GELINX\FR I 2V H V
[ OXE [ DSEOUPH.VFZ p GRIOHF]\OL GRFHORZD SEBDPMLIFIGDQ\
SR ]D4DGRZDQLX SOLNX RIIVHW [ SOXED[GRVMWHSR GR]BL
RSLV\ZDQHM SUJH] WhfRgy HIRHQMW SROGBOD VHIPHQWX  EL
Z\M WNRZR RIIVHW [ GOD ELWRZHJR

,VWQLHMH ZLHOH W\SyZ VHIPHQWYZ SU]JH]QDF]RQ\FK C
] QLFK WR

¥ 6HJP HWOQMNWTERP 2 RNUH OD REV]DU SUJHFKRZXM F\ SH
FMDOQHJR SURJUDPX a8DGXM FHJR QD]\ZDQHJR WH A
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D Qdynamic linker OXE SR SURVWX OG VR NWyUHPX JRV\
QLHG&XJR SR SURFHVLH ZVW SQHJR 4aDGRZDQLD SOL
QD NWyUH ZVND]XMH SkDdis¢t | DIDYDRQUEZM FLH N
SOLNyZ

¥ 6HJPWQMAD 2 RNUH OD REV]DU GDQ\FK NWyUH ]RV
PL FL SRG Z\EUDQ\P DGUHVHP 'Dfdffsdt SORMW VG RGN
SLRZDQH GR SDPLpladdSR® D ®UHY G]LH WR PR OLZH
PHQWX ]Z\NOH aDGXM F\ GDQH ] NRGHP Z\NRQ\ZDOQ)
] GRGDWNRZ\PL GDQ\PL Z\NRUJ\VW\ZDQ\PL SU]JH] WH

¥ 6HJIPBQBYNAMIC 21DZLHUD LQIRUPDFMH GOD SURJUDF
QHJR SUJH] GDOH_MHBPH@WDJIDQH GR SRSUDZQHJR
SOLNX -HJR LVWQLHQLH GHILQLXMH W\S EXGRZ\ SO
VHIPHQWX MHVW WR SOLN A]adymariCally@Bikad P IZF QI H p
SDGNX EUDNX 2 SOLN Ala FprR@alylwbdV\F]QLHu DQJ

1DOH \ ]ZUyFLp XZDJ QD WR H NROHMQR p VHIPHQWYZ
W\ 85X PHDR O REINTERP PXV] ]QDMGRZDp VL PSUJADG: GHIND WERI ]t
VSRVREX 4DGRZDQLD SOLNX SU]JH] VIVWHP OR H WR VXJt}
VZHJR URG]DMX VHNZHQFM LQVWUXNFML GR RNWURIQORQH
NROHMQR FL DE\ SRSUDZQLH ]JD4&DGRZDp SOLN

6SR UyG Z\PLHQLRQ\FK SRZ\LEAD BIHOYRAMECWYZLHUDM QDM
FLHM RGF]\W\ZDQH LQIRUPDFMH GODWHJR SRQL HM ]QD

223.6HJPHQW 37B/2%"

*UDQLFH REV]DUyZ NWyUH PDM E\p ]DADGRZDQH GR SDI
ILQLRZDQH Z VHPPHGBLBURISOP DGXM F\ Z\NRQD SUYE
SRG DGUHVHP Z\OLF]JRQ\P QD SRGVWDZLaddrZDUWR]FL ]
SDGNX SRZRG]HQLD GDQH ] SdifteX (JRWVERGQ D/GNRIS\LR Z [
ZLH R SUJ]\G]JLHORQHJR UHJLRQX SDPL FL L JRVWDQ WDH
SURJUDPX

2WR SU]J\NEDG Z\ ZLHW O/DIQ PB QW DFKPOE M LX Rdeéii) QD U] G]

$ readelf -| /bin/ls

Elf file type is EXEC (Executable file)
Entry point 0x404840
There are 9 program headers, starting at offset 64

Program Headers:
Type Offset VirtAddr PhysAddr
FileSiz MemSiz Flags Align

()
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LOAD 0x0000000000000000 0x0000000000400000 0x0000000000400000
0x000000000001c10c 0x000000000001c10c RE 200000

LOAD 0x000000000001ce00 0x000000000061ce00 0x000000000061ce00
0x00000000000007e0 0x0000000000001540 RW 200000

()

&] VWR SURJUDP\ Z\NRQ\ZDWOW B Q IEXGREZDQMSRVYE PDM G.
W\BXLOAD SLHUZM]FK RNUH OD REV]DU NRGLHRU 2W R Q ZDO@H ||
GUXJL RNUH OD GDQH Z\NRUJ\WW\ZDQH S UYHH]J WHH@F NIR & R& K
QD XVWDOLp ]D SRPRF DQDROAMISUINWGEMWISHMH OD MDN
GRVW SX JRVWDQ QDGDQH ZLH R SUJ]\G]JLHORQHPX REV]D!
XPR OLZLDM Z\NRQ\ZDEQLMHWRGWRQQDN H VHIPHQW PR H |
JUDPXNROHL JG\ VHIJPHQW ]DZLHUD IODJ XPR WLZAM F ]C
WR E\p ]QDN H VHJPHQW ]DZLHUD GDQH SURJUDPX NWyU
G]LDADQLD

SRND]DQ\P SRZ\ HM SUJ]\N&4DG]JLH SUJHGVWDZLRQ\ MHV
URZDQR ]DADGRZDQLH GZyFK \QHLFKHW W WZH AL HHQWE VD E XM F

]JREVIDUX [ GR [ & & GR SDPL FL SRG DGUHV | 3R ]
VWDQLH QDGDQH SUDZR GR Z\NRQDQLD NRGX )DNW\F]QL
E G]JLH Z\QRvVLa [ SRQLHZD URJPLDU MHVW ]DZV]H Z\U

SDPL FL JGHILQLRZDQHM SUJH] VA\VWHP RSHUDF\MQ\ 'UXJL V
GDQ\FK SRG DGUHV [ &( JDNW\F]QLH SU]J\G]JLHORQ\P DGL
WDNSRFZRGX Z\UyZQDQLD DGUHVX GR UR]JPLDUX VWURQ\ 3F
[ &( J]RVWDQLH VNRSLRZDAQUIDHWX H RS OLNXHJAQLHQLH RG
GR [ &')) SRSU]J]HG]IDM FH DORNRZDQ\ UHMRQ SDBIOFL ]RV
NX ]DF]J\QDM F RG RIIVHWX [ & 2EV]IDU SDPL FL IRVWD (
NWyUHJR PR OLZ\ MHVW ]DSLVY DOH QLH MHVW PR OLZH Z\|

,ZVWQLHM SU]J\SDGNhR vaddN QyUB\FBRZEIROB SUHIHURZDQHJR
ORZHIJR/'DNLFK VIWXDFMDFK V\VWHP GRELHUD WHQ DGUHYV
MHVW QDMFQLRNIDHFM Z/) R]QDF]|RQWK 7W(B MWRS RU\JLQDOQLH
ZRZDQ\ E\da GOD ELEOLRWHN D QLH DCSFOMRZARF ML QDHCA®@D D
GRFHORZHJR VHIJPHQWX VSRZRGRZzZDa\ WDN H Z\NRUJ\VWDC
JUDPDFK Z\NRQ\ZDQ\FK EH]SWRHPKGION.R\NRBRVWXM F\FK \
$6/5 Address Space Layout Randomizatisn @

OR OLZ\ MHVW WH SU]J\SDGHN plidlGBGLUH\R DL G\EZ GIR 8 X
E\p | DDORNRZDQ\ V\WXDFMD M VaairD @ DA RH LD RIH G B aWR HAD
[ -HVW WR VI\WXDFMD SUREOHPDW\F]QD SRQLHZD NRP:
GHNODUXMH SHZLHQ DGUHV ED]RZ\ SRG NWyU\ NRG WHQ ¢
ZDUXQHN QLH JRVWDQLH VSHAQLRQ\ NRG QLH QDGDMH VL
UHIHUHQFMH GR VZRLFK IXQNFML F]\ JPLHQQ\FK V QLHSUDZ
MHVW VNRU]J\VWDp ZWHG\ ] LQIR kR M LRDEPW W\FK FZHOKNF M
]PLDQ\ SRaR He&pcdionD @ Jfe@kacji NRGX Z\NRQ\ZDOQHJR SRG L
7\ONR SR PRG\ILNDFML NRGX JJRGQLH ] LQIRUPDFMDPL ]DZ
PR OLZH MHVW Z\NRQDQLH NRGX ]DabDGRZDQHJR SRG LQQ
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SRGF]DV SURFHVX NRPSLODFML 3UREOHP WHQ QLH GRW
DGQHJR DGUHVX ED]JRZHJR RNUH ODQHJR PLDQHP 3,&
RGSRUQR p QD WHQ SUREOHP MHVW JAYyZQ\P SRZRGHP F] \
Q\FK Z NWyU\FK MHVW Z\NRUJ\WVWDQ\ PHFKDQL]P $6/5

224 6HIJPHQW 37B'<1%0,&

-HVW WR VSHFMDOQ\ VHJPHQW Z VN&DG NWyUHJR ZFKRG
ZDQLH LQIRUPDFML R & FIHRKZLOWQRPHFIHKM VWDQGDUG G
WDN VidNamd =DZLHUD RQD LVWRWQLH LQIRUPDFMH Z\N
ADGXMAHQ@X ]DADGRZDQLD SURJUDPX OXE ELEOLRWHNL R

SUJ\SDGNX SOLNyZ Z\NRQ\ZDOQ\FK ]& FIRQ\FK VWDW\

Z QLFK LQIRUPDFML R G\QDPLF]Q\P & FJHQLX .Hyidm&W/ DNLFK
DQL V H JPH@NEMC

225.6HNFMD G\QDPLF

.D G\ SURJUDP NWyU\ QLH MHVW ]JEXGRZDQ\ MMaBiwW\F]QLF

SUJ\SDGNX MHM LVWQLHQLD SURJUDP DGXM F\ PXVL ¢
SROHJDM F\ QD ]DE4DGRZDQLX ND GHM ELEOLRWHNL ]DO
OH QR FL ELEOLRWHN ]JDOH Q\FK -H OL 8DGRZDQLH MDN
ADGRZDQLD FD&4HJR SURJUDPX NR BylaMd EFF\GHPVOBH® V|
PDFMDPL R & FIHQLX G\QDPLF]Q\P PR QD ]Rdadi@®]\p ]D SRI

$ readelf -d /bin/ls

Dynamic section at offset Ox1de18 contains 25 entries:

Tag  Type Name/Value

0x0000000000000001 (NEEDED) Shared library: [libcap.s0.2]
0x0000000000000001 (NEEDED) Shared library: [libc.s0.6]
0x000000000000000c (INIT) 0x4022e8
0x000000000000000d (FINI) 0x413a4c
0x0000000000000019 (INIT_ARRAY) 0x61de00
0x000000000000001b (INIT_ARRAYSZ) 8 (bytes)
0x000000000000001a (FINI_ARRAY) 0x61de08
0x000000000000001c (FINI_ARRAYSZ) 8 (bytes)

0x000000006ffffef5 (GNU_HASH) 0x400298
0x0000000000000005 (STRTAB) 0x401060
0x0000000000000006 (SYMTAB) 0x4003a0
0x000000000000000a (STRSZ) 1498 (bytes)
0x000000000000000b (SYMENT) 24 (bytes)
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